Remote V\[quer
Agent Training

Diagnose endpoint, Wi-FI, gateway, ISP,
Internet, VPN, and application issues from
the user perspective.
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Training Goals

Enable operations and support teams to quickly determine whether a
remote user issue is caused by the endpoint, Wi-Fi, home
network/gateway, ISP, internet path, VPN, or application/service
reachability.

In this training we will focus on the NetBeez Remote Worker Agent (RWA).
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Troubleshooting Process

1.

Acquire the right
information

Find the remote
worker endpoint,

verify the agent status,
and review the
timeline around the
reported issue.

2.

Isolate the.failure
domain

Separate endpoint,
Wi-Fi, gateway, ISP,

Internet, VPN, DNS,
and application
problems using

NetBeez data.

3.

Take the correct
next step

Route tickets to the
right team with clear
evidence, timestamps,
and test results or
close the ticket.
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Agenda

1. Remote troubleshooting model
2. NetBeez Remote Worker Agent
3. Troubleshooting playbooks
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Remote troubleshooting model



Why troubleshooting user tickets is hard

Work From Home '
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Complaints are often vague: PR el e i e ek I"*“"‘*\) —
~00 =
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"Teams is choppy" ‘"everything is down" o
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2. Wi-Fi AP 3. OFFICE NETWORK 4. NETWORK 5. INTERNET
1. ENDPOINT Slanal Qualrl\, o Switch [/ LAN FIREWALL o |nternet Reachabi\ﬂy
o NetBeez Aﬁuﬂ' o Connection Info o VLAN * Security * Latency [ Loss
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Remote user failure domains

Endpoint Wi-Fi Gateway
CPU/memory, OS, Signal, SSID/BSSID, Gateway reachability,
agent status, local local packet loss, local LAN latency/loss,
device conditions roaming, interference DNS
ISP / Internet VPN Application
Public targets, speed, Tunnel state, internal DNS/HTTP response,
loss beyond gateway, DNS, internal app Saa$S availability, one
path changes reachability, VPN app vs many apps
gateway
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NetBeez Remote Worker Agent



What the RWA measures

Endpoint and
agent status

Online/offline state,
last check-in, test
execution health.

VPN and internal
reachability

Tests conditioned on
VPN state, internal
DNS and app targets.

Wi-Fi and local
network

Wi-Fi connection,
gateway latency and
packet loss.

Application
experience

Web and DNS
performance to SaaS
and internal apps.

Internet
experience

Public reachability,
path analysis, network
speed and DNS.
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Troubleshooting Method

Search for the user or device and open the relevant agent view.

|

Use the reported timestamp to identify incidents and alerts.

|

Verify network path: Wi-Fi, Gateway, ISP, VPN, Path Analysis, App.

|

Update the ticket with findings.
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Step 1
Find the RWA

Go to the Agents tab, click on Remote Workers, then use the search box to identify the
remote user. You can use the machine name or the logged-in user

@ BUZZ gl IEl TARGETS WIFI TESTS AD-HOC TESTING REPORTS ALERTS

Network Agents Remote Workers

Agents 1 [ John Rottenborger }j ) AEPFOSEE-EAN ¢ Invite End-Users ll Manage Agent Groups a::

AGENT NAME TYPE INCIDENT MAC ADDRESS AGENT IP GATEWAY DNS SERVER PING DNS HTTP TRCRT PA VERSION ISP NAME ASN
Ethernet: 00:15:5d:00:1e... Ethernet: 192.168.241.124 Ethernet: 192.168.240.1 Ethernet: 1.1.1.1 4] (4 ] &5 (1] (4]

John Rottenborger o Cellular Test Cellular Test: N/A Cellular Test: N/A Cellular Test: N/A 15.4.4 AT&T Enterprises, LLC AS7018
CloudflareWARP CloudflareWARP: 172.1...  CloudflareWARP: CloudflareWARP: 127.0....

NetBeez 2026



Step 2

Identify what interfaces are connected

Check what interfaces are connected in the top section of the agent detailed view.

O John Rottenborg

GENERAL WIRELESS PATH ANALYSIS

Agent Stats

5m 15m 1h 4h id 1w ™

AVAILABILITY (1D): 57.652%

AGENT UPTIME: 29 days, 04:05
AGENT CLOCK: 07/09/2026 12:38:37
CPU USAGE: 13%

RAM USAGE: 91%

DISK USAGE: 24%

NetBeez

Agent Status: Reachable
Created At: 11/25/2025 00:08:01

Test Status: KL

SCHEDULED TESTS

Groups: 4
ISP Name:
ASN:

{12 & X

KWired (Ethernet 2) @

IPV4 ADDRESS: e

IPV4 EXTERNAL:

IPV6 ADDRESS: fdab:cd00:31:0:800e: "~ * ~ 7
MAC ADDRESS: 47T

TX RATE: 14.25 Kbps

RX RATE: 17.23 Kbps

SPEED/DUPLEX: 1000-full

\_

® Wireless (WiFi) @

MAC ADDRESS: 067 -

® VPNO

MAC ADDRESS:
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Step 3

Check the agent test status

Next, verify the status of the running tests in the main agent details section. Are you troubleshooting
an issue in the present or in the past?

Ongoing performance issues

DESTINATION PING DNS HTTP TRA... PA

Google (www.google.com (ww... - - - -

Gateway (Local Gateway)

Connection issue with one application

DESTINATION PING DNS HTTP TRA.. PA

]
Google (www.google.com (ww... - - - -

Gateway (Local Gateway)

No ongoing problems

DESTINATION PING HTTP TRA... PA

]
Google (www.google.com (ww... - - - -

DNS

Gateway (Local Gateway)

MS Teams (Teams Login (tea... [ [N N M Teams (Teams Login (tea... [ NN E

MS Teams (Teams Transport (... - MSFT Teams (upmc.edu (upm... - - - - MS Teams (Teams Transport (... - -

MSFT Teams (upmc.edu (upm... - - - Salesforce Base URL (salesfor... - - - - salesforce Base URL (salesfor... [ I D T
- Success Performance degradation - Service/Connection failure
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Troubleshooting playbooks



Playbook: Application or SaaS issue

MSFT Teams
Some users  Not an application issues, local agent/network issue

PING DNS HTTP PA

MSFT Teams

All HTTP Problems within the application server or firewall
PING DNS HTTP PA
[ 12 B 12 | [ 12 |
[ 11 ]
MSFT Teams All PING and HTTP  Application network reachability
PING DNS HTTP PA
[ 12 ] [ 12 ]
[ 11 ] [ 11 ]
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Playbook: Endpoint is slow

m & lke Spiker = Local Gateway (Local Gateway)
What to check

Go to the General section, click on a
test and check the CPU and RAM
utilization by clicking on the radio
buttons.

Test Averages over historical range
RTT P.Loss CPU RAM MOS
- - - - 9.01ms 4.38

X Maximize € Info 11 Pause P Running .
Evidence pattern

§07/08/2026, 20:10:04 N _ . Prolonged CPU and RAM spikes:
CPU util > 80% and RAM > 90%.
Check also if disk is full.

Drag and Select a Region to Drill-down

CPU: 98.94 %

Support action

Check task manager if the issue is
still present and verify process with
Export to CSV 07/08/2026 02:10 PM | 07/09/2026 02:10 PM ONECHEM A~ Real-time high CPU utilization
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Playbook: Wi-Fi Metrics

Performance
What to check
,g TX Rate
= M Go to the Wireless section and check
500k SSID/BSSID changes, signal strength
: . - 80ps | and link quality
’8‘. A T SR . i R ST S . oo ALESS S o g i 2t
S o
4M
6M RX Rate
14:07  14:08  14:09  14:10 1411 14:12 1413 14114 1415 1416 14117 : : 1420  14:21 Evidence pattern
o Frequent connect/disconnect
5 12 events, signal strength < -70 dBm
0 . .
's or link quality < 80%
6
0
0
14:07 14:08 14:09 14:10 14:11 14:12 14:13 14:14 14:15 14:16 14:17 14:18 14:19 14:20 14:21

*
*

Support action

£ - Ask user to move closer to AP,

%’ 40 - B reboot Wi-Fi router if home user,
$ 60 . W escalate to Wi-Fi team if a office
@ g -%0 " § user.

& -100 .

2 14:07 14:08 14:09 14:10 14:11 14:12 14:13 14:14 14:15 14:16 14:17 14:18 14:19 14:20 14:21 .
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Playbook: Gateway or local network issue

DESTINATION

Gateway (Local Gateway)

PING DNS HTTP TRA.. PA

Google (www.google.com (ww... - -

MS T_____ [ i OO P R

m & John Rottenborger = Local Gateway (Local Gatewa

MS 1

{} x

Test Averages over °

RTT P. Loss CPU

®X Maximize € Info

Open Alerts
7/9/2026, 1:36:35 PM

7/9/2026, 9:33:02 AM

MOS
6.35ms 3.06

Il Pause P Running

~15minsago - [ 0 Historical JEEEE(RINE

Time out

Warning Raised: The 5 minute errors metric (3.3000000000000003%) is greater than the watermark errors value of
3%.

What to check

Go to the General section and open
the Gateway target and verify RTT
and packet loss (red dots).

Evidence pattern

Alerts on high packet loss, high
latency, or visually unstable test.

Support action

Ask the wireless user to connect to
Ethernet if possible, move closer to
the AP, or reboot the home gateway
is connected via Ethernet or docking
station if a home user

NetBeez
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Playbook: ISP issue

Download (Mbps) 6/29/2026, 1:22:33 AM

600.00 Upload: 9.6 Mbps

’ Download: 12.6 Mbps
450.00 Latency: 18.1 ms
' Warning Raised: [6/28/2026, 5:22:09 PM] Download: 16.399Mbps (mean of 1 runs) < 25Mbps
300.00 OR
150.00 Upload: 15.5Mbps (mean of 1 runs) < 3Mbps.
0.00-

Upload (Mbps)

What to check

Check network speed test data
within the agent details view. If no
periodic network speed tests are
configured, run Ad-Hoc network
speed.

120007 -y Evidence pattern
90.00 ) N '
s Download speed is less than 25
60.00 - / 5 e .
/ . ol Mbps or Upload speed is less than 3
30.00 g g ~—e— MbpS
o o
0.00 @& T T T T T T T
Latency (ms)
80.00- Support action
Home users should either open a
00 ticket with the ISP or use a different
. connection method if working
' Fri 26 Sat 27 Jun 28 Mon 29 Tue 30 JLBIy Thu 02 Fri 03 Sat 04 Jul 05 elsewhere (coffee shop WiFi, mobile
device, ...
NetBeez 2025



Playbook: VPN

Agent Stats ® Wired (en8) @ ® Wireless (en0) © ® VPN (utuné) ©
What to check
5m 15m 1th 4h 1d 1w 1M IPV4 ADDRESS: IPV4 ADDRESS: 192.168.86.34 IPV4 ADDRESS:
IPV4 EXTERNAL: GuiuvL uL o IPV4 EXTERNAL: PR T IPV6 ADDRESS:
RYARARILITY, {10y 20,0007 IPV6 ADDRESS: IPV6 ADDRESS: MAC ADDRESS: . .
AGENT UPTIME: 13 days, 21:13 Make sure the VPN interface is up
MAC ADDRESS: Ov.cvivnes s .o« MAC ADDRESS: sererreeeoh] TX RATE: 199.10 bps . .
Mot Tz d4aa] TX RATE: 41.80 Kbps TX RATE: 118.17 bps RX RATE: 366.35 bps and that the VPN target is running.
ED AR 5% RX RATE: 47.59 Kbps RX RATE: 1.92 Kbps
RAM USAGE: ot SPEED/DUPLEX: 1000-full SSID: <redacted>
DISK USAGE: 21%
SIGNAL STRENGTH: Buliimm |
Evidence pattern
DESTINATION PING DNS HTTP TRA... PA
VPN Find any performance issues on the
ping tests across the VPN, including
alerting for RTT or packet loss.
Google (www.google.com (ww... - -
I = John Rottenborg > VPN VPN is up {} x
MS Teams (Teams Login (tea... - ey .
RTT P.Loss CPU RAM MOS ) i SU ppo rt actlon
MS Teams (Teams Transport (... 140.40ms  3.96% - - - i . .
If available, run an iperf test across
the tunnel to check how much
Salesforce Base URL (salesfor... - ) traffic can pass. You Will need a
¥ Maximize @ Info 80 Pause » Running T 7 LT T T T T T NetBeez agent or iperf server on the
far end side of the tunnel (enterprise
Export to CSV ~15mins ago = m D Historical Side)

Open Alerts

Warning Raised: The 5 minute errors metric (6.800000000000001%) is greater than the watermark errors value

7/10/2026, 2:18:02 PM
/10/2026, 2:18:0: of 3%.
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ncidents Al for root cause analysis

Webex Instance Tests: 3l s [ o o
Created at: 04/15/2025 21:05:08 Agents: (B 1| o |
Incidents

Last 24 hours shown

I I

06 PM Thu 09
Incident 273619 - Webex Instance

Source Type: Target

Raised On: Jul 8th 6:26 PM

Last Acknowledged: Not Acknowledged

Current Status: Cleared

Cleared On: Jul 8th 6:27 PM

Target Resources

& cisco.webex.com

pue—

M X
QUICK SUMMARY: A brief incident occurred for the "Webex Instance" target between

2026-07-08 16:26:01 UTC and 2026-07-08 16:27:51 UTC, characterized by a single ping
test timeout from the "IDF" agent. The alert was cleared approximately two minutes later.

MOST LIKELY ROOT CAUSE: The incident was most likely caused by a transient network
connectivity issue or momentary packet loss between the "IDF" agent and the "Webex
Instance" target. The issue was very short-lived and self-resolved, suggesting a
momentary network glitch rather than a sustained problem.

QUICK TROUBLESHOOTING STEPS:

1. Verify network path from agent "IDF" to "Webex Instance" target during the incident
timeframe if logs are available (e.g., traceroute, path analysis).

2. Check the agent "IDF" system logs or other tests running on "IDF" around 2026-07-
08 16:25:43 UTC for any concurrent issues.

3. Review network device logs (switches, firewalls, routers) along the path from agent
"IDF" to the internet for any transient errors or congestion.

DETAILED ANALYSIS: CORRELATED DATA PATTERNS:

« The incident was reported by the "Webex Instance" target (ID 152).
« Itwas triggered by a single ping testalert( id: 2563683 )from agent "IDF" to

” e

What to check

It's possible to query the Al function
when an incident is triggered (either
Agent or Target)

Evidence pattern

Reviews events and data included in
the root cause analysis.

@ PING (ICMP) I Su pport action
© DNS (UDP) ] Verify accuracy of Al analysis by
o HTTP e reviewing the supporting facts and
© PATH ANALYSIS I Results available under each individual agent data
® TRCRT I
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